How to create NREN Federation on Jagger Dashboard
1. Login as admin

(if you can not login as admin, do a clean installation on a fresh Ubuntu server 18.04 by
carefully following the given instructions)

2. Follow the menu path
Register —. Federation

and fill the form as follows

0
J - JAGGER Federations Identity Providers Service Providers Register Administration

intomalSyStem ame LEARN-Identity-Access-Federation ﬂ

Federation name EARN Identity Access Federation

MO L https://liaf.learn.ac.lk

Access Details visible to other users
Description LEARN Identity Access Federation for Acadamic and Research

4
Terms Of Use

Only for Education and Research

%

Click on Register

Then you should see

.
J - JAGGER Federations Identity Providers Service Providers Register Administration =)\] - U

(if you got errors in RED, remove or change incorrect characters from the fields)



Now you have to ACCEPT the newly created federation

Click on 1

Register Administration EN

Click on the little arrow at the end of the line

0
J - JAGGER Federations Identity Providers Service Providers Register Administration

Awaiting list for approval

Date Requester Request Type Primary contact Name Confirmed

2019-11-29 07:56:43 Senevi Herath (senevih) Federation - Create senevih@learn.ac.lk no 2> -

and click on Accept Request

°
J - JAGGER Federations Identity Providers Service Providers Register Administration

Request awaiting for approval

Request

Type Register new federation ﬂ
Requestor Senevi Herath (senevih)

Source IP 192.248.4.162

Registration Date 2019-11-29 07:56:43

Basic Information

Federation name EARN Identity Access Federation

Name in metadata https://liaf.learn.ac.lk

Description LEARN Identity Access Federation for Acadamic and Research
Terms Of Use Only for Education and Research

Reject request Accept request

You will see

.
J - JAGGER Federations Identity Providers ~ Service Providers  Register Administration




3. click on Federation menu Item (first menu item) to see your federation detail

J - JAGGER' Federations Identity Providers Service Providers Register Administration

Name Name in metadata Description # ﬂ

LEARN Identity Federation https://liaf.ac.lk LEARN Identity Federation +

Click on your federation to view more detail. You will see

°
J - JAGGER' Federations Identity Providers Service Providers Register Administration

Membership Metadata Attributes Validators Management

Federation name LEARN Identity Federation

Name in metadata https:/liaf.ac.lk

Internal/system name LEARN-Federation

EntitiesDescriptor ID prefix-20191129025006 ed dynamically

[l \dentity Providers
Publisher LEARN |2 Service Providers
0 Identity/Service Providers

Publisher (in export metadata) LEARN
Description LEARN Identity Federation
Terms Of Use

Contact list of IdP members &,
Download contacts list in txt format Contact list of SP members &,
Contact list of all federation members &

Click on each Tabs to see what are in them



Metadata Tab

.
J - JAGGER Federations Identity Providers Service Providers Register Administration

General Membership Attributes Validators Management

https://fr-2.ac.lk/metadata/federation/LEARN-

Federation metadata public link (unsigned) Federation/metadata.xml >

https://fr-2.ac.lk/metadata/ft
Federation/IDP/metadata.xm!

Federation metadata public link (unsigned) REEIAEESTIZENEES

https://fr-2.ac.lk/metadata/f

Federation metadata public link (unsigned) REGIASENERIZENEES
e (unsigned) [ = ' Federation/SP/metadata.xml

https://fr-2.ac.lk/signedmetadat
Federation/metadata.xml =

Federation metadata public link (signed) SR I

Excluded federation members that were imported into the Resource Registry from https://fr-2.ac.lk/metadata/federanexport/LEARN-

another federation - public link (unsigned) Federation/metadata.xml =

https://fr-
2.ac.lk/signedmetadata/federation
Federation/metadata.xml <

Sign metadata m

Excluded federation members that were imported into the Resource Registry from
another federation - public link (signed)

Your Federation Metadata URL
(unsigned)

Note your metadata URL, It has to be used in your IDPs, EDS and SPs.



Registering an Institutional IDPs on NREN Federation Dashboard

You should have running IDP and copy of its Metadata (in XML format — get a copy of browser

page source)

If you want to get your member institute to register their IDP, create a new user from

Administration — Users — Add user

and send the credentials to the IDP admin of the your member institution

1. Login as admin/user and follow the menu path

Register — Identity Provider

and fill the form by pasting your IDP metadata

J - JAGGER Federations Identity Providers Service Providers Register Administration

Metadata (optionalii

Click on Next

<?xml version="1.0" encoding="UTF-8"?>

<EntityDescriptor xmlns="urn:oasis:names:tc:SAML:2.0:metadata” xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
xmlns:shibmd="urn:mace:shibboleth:metadata:1.0" xmlns:xml="http://www.w3.org/XML/1998/namespace"
xmlns:mdui="urn:oasis:names:tc:SAML:metadata:ui” entityID="https://idp.learn.ac.lk/idp/shibboleth">

<IDPSSODescriptor protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol”>

<Extensions>
<shibmd:Scope regexp="false">learn.ac.lk</shibmd:Scope>

<mdui:UIInfo>
<mdui:DisplayName xml:lang="en">LEARN IDP</mdui:DisplayName>
<mdui:Description xml:lang="en">Identity Provider by Lanka Education and Research
Network</mdui :Description>
<mdui:Logo height="60" width="80">https://idp.learn.ac.1k/10go60x80.png</mdui :Logo>
<mdui:Logo height="16" width="16">https://idp.learn.ac.1k/10go16x16.png</mdui:Logo>
</mdui:UIInfo>

</Extensions>

<KeyDescriptor use="signing">
<ds:KeyInfo>
<ds:X509Data>
<ds:X509Certificate>

MIIDJZCCAg+gAWIBAGIUVtd/UzvLOf24vC+G5£L/DgptJAMWDQYJIK0Z ThveNAQEL
BQAWG JEYMBYGA 1 UEAWWPaWRWLMX 1 YXJuLmF j LmxrMB4XDTE4MTAXM JA4NDMyN1oX

JA4NDMyN1owGj 1 1YXJuLmF jLmxrMIIBIJAN
Bgkghki 1 10Q1gS6Fs2mti2T yBipzw
y J0uw0 IpPEsDs2228QUpalcp7Lh
pluSr1DNInOFftwkxC13h+4+p2CX80H114kUF1aL04MrHKLiDd721/2v4hczTYIK
VLYrDHStelahAbt4 £TcCGk6pVVKHj8xzd/NTy/KOGbLw3DzV1BPT] jKbwa/QqhtU
©0eJVc78nIvs9smIczISORWEdvwIUZa+dSHkpz 1H12t9x225PCq27UG/XJOGSNWIQ
dU£G/uUOWSEfeL3Dw3520F66jqqB7co2vhI5/+7pMCrqopupZPUf vxF8bQIDAQAB

o2UwY; IQ4EFgQUGta2cwIZc3p2N8Ke 1dMGGALK!

aWRWLmx1YXJuLmF j LmxrhiZodHRWCZOVL21kcC58ZWFybi ShYySsay9pzHAvC2hp

¥mJ iGIWOBAQSF! J 1Li2j218q
kfXoSmgel 1IXMFRZ32GS7LFCILlef

Ou+24yVFQBAKNIwu+/aB4c/OHDD1siohVLRP2YQBC2z2zWOBpiYcis721WEOQREX+wW
Uet juJADC5+RUJSa0v57032asch8q7A0iVEX£A4q/ TLKNIFS foNywq7K1+9hQ2N2
EbeoUoAYPy12p1171k9PHET7 XdCLBaR382d+Q4Rxnt +KO600nZ0a6rYtrSd¥mge
CYIZUGW3ESpokC3hMWDR/ 1pTgxB7dbwl g
</ds:X509Certificate>
</ds:X509Data>
</ds:KeyInfo>

</KeyDescriptor>
<KeyDescriptor use="signing">
<ds:KeyInfo>

<ds:X509Data>
<ds:X509Certificate>

MIIDJZCCAg+gAWIBAGIUIKjxi5rVzCTVe rH4EAiUWDQYJKOZ T

BQAWG) 1 mx1YXJuLmFjL

D 3 y j 1 mx1YXJuLmF jLmxrMIIBIJAN

BgkghkiGIWOBAQEFA! IBCGKC 1phfrnEgJmmh.

N




2. You should see

J - JAGGER Federations Identity Providers Service Providers Register Administration

Organization Contacts Ul Information Certificates

Federation i

«

None at the moment

Your contact details

Username
Given name
Surname

Herath

L] senevih@learn.ac.lk

Select your Federation and fill the rest of the field with valid data

start over

3. Click on Organization Tab and fill detail about your Campus (click on Add in new language
to get input box)

°
J JAGGER Federations Identity Providers Service Providers Register Administration

General Contacts Ul Information Ul Hints SAML Certificates

Name of organization

English (en) Lanka Educaton and Research Network

Displayname of organization

English (en) Lanka Educaton and Research Network

Abkhaz (ab) s Add in new language

URL to information about organization

https//www.ac.lk| ‘

English (en)

Savedeat



4. Click on Contact Tab and add contact detail for Support, Technical, Administrative and etc

(click on Add contact to add a contract)

J - JAGGER Federations Identity Providers Service Providers Register Administration

General Organization Ul Information Ul Hints SAML Certificates

Contact
Type Support s
Given name Senevi
Surname Herath

| Email senevih@learn.ac.lk

Contact
Type Technical v
Given name Senevi
Surname Herath
Email

‘ senevih@learnac.lk

Remove contact

Add contact

5. Click on UI information Tab fill the details

6. Finally Click on Register

7. Federation Admin has to login and Click on 1 on the upper right corner to review and accept the
new IDP



